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Sr. No. Statement Source Link to Source
T 3119 ST & fob 3BT hitps://
password 3™ internet W www.forbes.com/
Leak g1 g1 8 ? June 2025 sites/emilsayegh/
1 W 319 d& BT g9 d8T data Forbes 2025/06/30/silent-
leak TMY 3T & fora 30th June 2025 breach-exposes-16-
Apple, Google Facebook, bi!lion—passwords-S-
Instagram, accounts leak things-you-must-do-
AgHd now/
I data AT website
Cybernews &I U& gl
. N cybernews.com/
> investigation Hl Cybernews Cyber News security/billions-
Pl team 2025 BT YB3 A & 30th June 2025 .
credentials-exposed-
data leak % feiT dark web @1 infostealers-data-leak/
closely monitor @ I&T it
https://
www.forbes.com/
sites/emilsayegh/
39 June d® 30 VN datasets Forbes 2025/06/30/silent-
3 faar 30th June 2025 breach-exposes-16-
billion-passwords-5-
things-you-must-do-
now/
Sl fsft Wt password At https://
encryption ¥ secured &l & cybernews.com/
4 3R g8 3T A access fdar Cyber News security/billions-
30th June 2025

ST gasdT Tl 87 30 data sets ®
&ff 16 billion login details.
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credentials-exposed-
infostealers-data-leak/



https://www.forbes.com/sites/emilsayegh/2025/06/30/silent-breach-exposes-16-billion-passwords-5-things-you-must-do-now/
https://cybernews.com/security/billions-credentials-exposed-infostealers-data-leak/
https://www.forbes.com/sites/emilsayegh/2025/06/30/silent-breach-exposes-16-billion-passwords-5-things-you-must-do-now/
https://cybernews.com/security/billions-credentials-exposed-infostealers-data-leak/

Source Link to Source

Sr. No. Statement
gt BT T8 udT e 39 data BT
foe gepgr foar?
cybercriminals 7, S stolen
data @I collect B IR & AT
security researchers 7 Sl
data breach @I monitor &Xd
81 ¥ datasets Igd BH I b
&Y password AT encryption https://
& f&FT exposed 3, fS T8 cybernews.com/
5 UdT T8l & b 8= I control Cyber News security/billions-
P IET 21 3R ot 30th June 2025 credentials-exposed-
cybercriminal S URI A 16 infostealers-data-leak/
billion passwords & al gd!
e § 9gd §B
unprecedented faaT 1T
HPBdT =1 3TUDT identity TARY
PP FHBT misuse TBaT ST
JehdT &, T 3MMIBY blackmail ¥
TepT ST HepelT 81
STH Hel UgelT il &
phishing. 38 attacker fdt https://
user I trick AT & dTfh I8 cybernews.com/
379 personal STHGR! G& &t security/phishing-
6 reveal @& g, S b Cyber News explained-from-fake-
' 14th July 2022
password, OTP, AT credit court-summons-to-
card details| 3HAR W forged-corporate-
phishing email, SMS 3T fake documents/
website & STRY fdaT STTaT 81
ST ARE IRT AT 2-
credential stuffing. for e
attackers XM leaked
usernames 3iR passwords &I https://
T websites Wtry A 8. A . edition.cnn.com/
CNN Business
7 usernames 3iR passwords 7th May 2020 2020/05/06/tech/
gl BT bt data breach ® data-breach-
HAA 3 Yb Ed 81 TE 3 passwords-protection
assumption W based &ldT &
{6 user T R STTE U &
password @1 81|

Page 2 of 6


https://cybernews.com/security/billions-credentials-exposed-infostealers-data-leak/
https://cybernews.com/security/phishing-explained-from-fake-court-summons-to-forged-corporate-documents/
https://edition.cnn.com/2020/05/06/tech/data-breach-passwords-protection
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Credential stuffing gafeiy ' h_ttFL//
o successful gIdT 8 &ilfds agd CNN Business ;(?;(;?856/82/?(231//
IR AN g SITE TUeh &f 7th May 2020
i data-breach-
password reuse P €| passwords-protection
TRIRT ateT BidT &, Password
spraying. I8 U UT hacking
technique ® fSH attackers
U &I common password &l
Elg?fﬂﬁ usernames WX
HTSTHIA €1 e SHfeAY fdar SrT https:/
8 IIfh AT systems F& www.beyondtrust.co
9 failed login attempts & 91 Beyond Trust m/resources/
account @I temporarily lock glossary/password-
PR A B, Al password spraying
spraying H attacker &
account R % UH AT AT IR
login try a7, foRY
detection 3R lockout ¥ T
ST el B
TrT a<IpT & Brute Force. 3R
attackers 3TeTT-3TeTT
passwords try &b G&d & 1
STH I oRIT HE &l HebdT B
Brute force T Adeid 8 &
possible combination @I try et
. N Cybernews cybernews.com/

ST BN f9WR Uas 3-digit
number lock 81T 8, 3R
3{TUe! HPBT password Tal gar
dl g8 Wie & feig 3maest 000
H 999 b &b & number B try
BT IS

28th April 2025 security/what-is-a-

brute-force-attack/
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https://edition.cnn.com/2020/05/06/tech/data-breach-passwords-protection
https://www.beyondtrust.com/resources/glossary/password-spraying
https://cybernews.com/security/what-is-a-brute-force-attack/

Sr. No. Statement Source Link to Source

aifdsd specialized software &
hackers per second millions

IR B-T billions
passwords try & Jdbd & |
Brute force method dgd
ST efficient 8! gldT d™ifds
SITER §3 platforms & https://
» failed attempts aﬁﬂ'c{'apf Cyber News cybernews.com/
account Bl lock PR &d & 28th April 2025 security/what-is-a-
wifepT T8l 3 limit AT 81 AT brute-force-attack/
passwords weak 2l g8 brute
force W account hack & &f

possibility SITET 8! 2l
common passwords dl ¢4
attacks ¥ seconds ® crack &1
SITd 8|
$® Ul Aol 8, 51 data theft ®
hackers &I A& &l &
3TSTdhel online companies

gHRT data d T4 collect &l

https://www.vox.com/
the-goods/23031858/

B, Afd Y 3V U secure EEl Vox
12 . ) . data-breach-data-
& Td, ORI U A1 Tl 21st April 2022
o loss-personal-
TS AT T data leak & consequences
ST 21 S individual data
leak ¥ Tgd STET WAIATD BT
|
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https://cybernews.com/security/what-is-a-brute-force-attack/
https://www.vox.com/the-goods/23031858/data-breach-data-loss-personal-consequences
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Password, strong & a7 weak,
9P YIS I Teb science Bldl
21 Passwords T strength

measure &dl & entropy HI S
password fSIdAT unique,

random 3R &&T 81T, 39hT
entropyﬁﬁmgﬁ"ﬂ IR
brute force S alte! I 3
crack X1 3T & qfedseT |
faft ¥t password @I entropy https://medium.com/
AP BT TP mathematical Ved @SDOOkV/E?itS'Of'
edium security-
13 formula T, <1l & <% 22nd September 2023 understanding-

RIdb @1 T 8- Entropy (in

bits) = log2(NAL) The log password-entropy-
base 2 of N raised to the cb083888f57e
power L3HH L length of

password 8idi & 3iIR N, U&

set ™ possible character 3B,
fa% small letters, a-z: N = 26
small letters + number (a-z,
0-9):N=26+ 10 = 36 small
letters + capital letters +
number (a-z, A-Z, 0-9): N =
26+ 26 +10 =62

S passwords @I entropy

25 bits@iﬁqﬁg,aagﬁ

weak password A SITd &1
ST AR 25 A 50 bits entropy

https://medium.com/
asecuritysite-when-

i bob-met-alice/
14 | @l passwords, weak, S0H | Nlc\)/lveednlnuerr2021 Oga?sjvoarc;(—:e
75 9Tl 316-3Td 3R 75 7 100
entropy-826b3be472
gTel §gd 318 3R 100 bits & 61

1T entropy dTel passwords
excellent AT SITd &1
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https://medium.com/@sp00ky/bits-of-security-understanding-password-entropy-cb083888f57e
https://medium.com/asecuritysite-when-bob-met-alice/password-entropy-826b3be47261
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3R &H India H T SIT&T use
U ST aTet 10 passwords BT
W dT 398 gl number W
123456, T8 W password,
dRR W 12345678, A W
123456789, UFd R
abcd1234, 83 R 12345,
HTdd W qwerty 123, 3113d W https://
15 1234567890, AR T Nord Pass nordpass.com/most
india123, 3iIR&gd W .
1qaz@WSX &1 (Link> India list/
from dropdown) STH & BH
8 passwords @I crack & H
1 second I ¥t BF AT T,
india123 @I 50 seconds 3iR
1qaz@WSX &I crack B3 H
11 fAel
https://
” ST @8 US H FeRT common Nord Security przz;fjasreezl;gl::écr?c::]s-
password ‘secret’ gl 13th September 2024
most-common-
password-is-secret-
Two-factor authentication ®
account @I access Elﬂafﬁﬁﬁfq
2 @3 BT identification AT
gedr gl ¥ 2 identification i https://
17 - 09T B ST 3! JaT &, Investopedia www.investopedia.co
10th April 2024 m/terms/t/twofactor-

(something you know) S
b password 3iR UHT $8 ST
319 Y1 & (something you
have), 31 f& phone aT app
W message T fingerprint.
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authentication-2fa.asp



https://nordpass.com/most-common-passwords-list/
https://nordsecurity.com/press-area/americans-most-common-password-is-secret-
https://www.investopedia.com/terms/t/twofactor-authentication-2fa.asp

